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The Alternative to Traditional Lock-and-Key Access

Integrating Access Control in a
Central Station Environment

leading electronic access control developer recently Eliminating the Lock and Key
introduced an innovative new family of products One of the primary benefits of utilizing electronic access
expected to ultimately make traditional lock-and-key control is that it removes the challenges that accompany
entry access a thing of the past in the retail industry. With the traditional locks and keys, such as lost, stolen, or shared keys;
introduction of VertX™ CS, California-based HID Global unauthorized duplication of keys; and rekeying after the
asserts that it is bringing affordable access control into the separation of an employee.
retail mainstream. Case in point, one retailer had 3,400 locations with each
“These are access controllers that are available in the store making key changes an average of 5.6 times per year. VertX
hundreds of dollars instead of thousands,” said Tom Thomasson,  CS enabled redeployment of almost $11 million in hardware,
VertX CS North America sales manager. “Simply stated, we're installation costs, and associated security-lock management

offering the utilization of advanced access control technology in expenses.
the retail environment at a very, very cost-effective level.”

According to Thomasson, before VertX CS, businesses that
wanted access control technology faced a complicated and
costly process that involved the acquisition of new dedicated
PCs, purchase of proprietary software, and extensive training of
on-site staff to administer the access control system. With this
new family of products, however, HID VertX CS access control
hardware is easily integrated into a company’s existing central
station monitoring equipment and interlaces with the existing
intrusion/burglary system, video, and fire panel within the CS
operator’s existing single graphical user interface (GUI).

“It’s not a separate, stand-alone system,” Thomasson
explained. “Instead, this is access control that was designed
for integration into, and utilization within, the existing central
station environment.”

Open Architecture “With an access control system instead of brass keys,

Whether a retailer has a proprietary central station that is everybody begins to carry an access card,” said Thomasson. “If,
staffed by company employees, or contracts with an outside for example, a regional manager leaves the company, instead of
wholesale CS monitoring company, the VertX CS open rekeying the 100 stores under that individual’s responsibility,
architecture hardware is intended to work with automation you’re able to eliminate that person’s access card from the
software from Bold Technologies, DICE Corporation, GE MAS, system, immediately. And should a regional manager be
Microkey, and Patriot. No other software is needed, no other fees  temporarily assigned to a different region, their current card can
are required. be remotely reprogrammed for all locations in the new region for

“We engineered VertX CS within a Linux environment to the assigned period of time. As well, remote entry management

permit an organization the ability to migrate to other automation  to a premise on an authorized basis is possible through a central
software in their central station or change contracts with various  station action or a secure web interface action by an authorized
wholesale central stations,” Thomasson said. “Retailers can make  field manager.”

a switch and continue to have electronic access control with no

more than an SQL migration. Multiple card formats from any Contactless Technology

type Weigand output reader, broadband or modem connectivity, A unique feature of HID’s access control cards is the

and static or DHCP addressing round out the open architecture contactless technology. The cards are completely encapsulated
we engineered into VertX CS.” and weatherproof even when exposed to extreme temperatures.

This is unlike traditional magnetic swipe cards, which are subject
to weather, corrosion, and service issues. The card credential can
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To date, there has not been a seamless integration of intrusion/burglary,
fire, video, and access control all into one central station GUI.
VertX™ CS working with the biggest central station automation

providers has changed all of that.

be slot-punched and include pertinent identification info, such as
a name, department, and photo. Key fobs can be utilized where
ID badges are not necessary.

Scheduled, Exceptional, and
Remote Management Capabilities

Auto unlock, remote unlock, scheduled events, event
triggered actions, temporary visitor, assorted customized reports,
override commands, and every feature of true access control are
available through VertX CS.

Impact on Shrink

“What we're hearing from end users is that it is not only
important to them to see who's going where and when, but
also to review employee actions while on company property,”
said Thomasson. “Run a report and see which employees are
presenting cards to areas they aren’t authorized to access, or
study their outside-break routines, such as smoking areas, of
all employees or just selected ones, to audit potential pilferage
opportunities.”

As well, management of access to high-value inventory
areas, hazardous materials area, restricted parking areas,
floor-by-floor elevator control, environmental and mechanical
usage are all made possible—complete with trailing report
capability executable through VertX CS.

In Summary

Current lock-and-key solutions create massive
key-management issues and costs, yet traditional access
control system solutions are cost prohibitive when all
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the remote and central station equipment and training are
calculated.

To date, there has not been a seamless integration of
intrusion/burglary, fire, video, and access control all into one
central station GUI, which has raised incremental direct labor
costs of central station personnel, and in some instances task
saturated operators during crisis. VertX CS working with the
biggest central station automation providers has changed all of
that.

Angelina Lopez, HID Global Marketing Communications Manager

HID Global is the largest manufacturer of contactless access control readers

industrial, commercial, government, and educational institutions with a need

- : and cards in the loss prevention industry. Customers include businesses and
ﬁ ' : S organizations in virtually all industry sectors, including retail, healthcare,
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to protect or control information or people. HID’s products are sold through

a network of distributors, OEMs, and system integrators worldwide. For more
information, call 800-237-7769 or visit www.hidcorp.com.
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